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W Australian Government

“ Department of Industry,
Innovation and Science

Entrepreneurs’ Programme

» Tailored and targeted advice and services to support small and medium (SME) businesses,
entrepreneurs, incubators and researchers, including grant programs

» National network of 120 dedicated and industry experienced Advisors and Facilitators for Business,
Innovation, Design and Commercialisation — holistic, impartial, unbiased
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Presentation overview

* Industry 4.0

* Technology in action

* Opportunities for Industry 4.0 technology?
* Strategic application

* Getting started
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Industry 4.0
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The fourth industrial revolution

INDUSTRY 4.0
INDUSTRY 3.0 D
INDUSTRY 2.0 W fQ
INDUSTRY 1.0
1770 1870 1970 TODAY
Mechanization, Mass production, Automation, Cyber Physical
steam power, assembly line, computers and Systems, internet
weaving loom electrical energy electronics of things, networks
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INDUSTRY 4.0

ADVANCED
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Industry 4.0 technology pillars

* Advanced Robotics

* Additive Manufacturing

 Augmented Reality

e Simulation

* Horizontal & vertical systems integration
* Industrial Internet of Things

* Cloud computing

* Cyber Security

* Big data and analytics

Advanced
Robotics

Big data and
analytics

Additive
Manufacturing

Cyber
Security

Augmented
Reality

Cloud
Computing

Industrial
Internet of
Things

Horizontal
& Vertical
Integration
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Technology in action
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Advanced Robotics?




Collaborative Robotics
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Mobile Robotics

automation +robotics
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Field Robotics
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Australian Field Robotics
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Additive Manufacturing

MakerBot. Replicator

UnD el B

MekerBot. Repiicator
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Additive Manufacturing
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il OF WOLLONGONG
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Additive Manufacturing
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B
Additive Manufacturing

v’ Light weight (91%)
v’ Unitisation (13 > 1)
v" Performance

*
fjif.f‘ % Australian Government .
‘\yw& . ustralian Governmen! Bus'ness

G¢ Department of Industry, Entrepreneurs’ Progra mme
Innovation and Science


Presenter
Presentation Notes
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Hybrid Additive Manufacturing

LASERTEC 65

D M G M o R I Scalable Manufacturing Solutions
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Presentation Notes
LASERTEC 65 3D
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3D scanning

Additive manufacturing
pattern printing
- Investment casting
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3D scanning

* Plant expansion & modification

o

LR M—

* As-designed vs as-built
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Digital twin - facility T
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Digital twin — product SIEMENS
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Product design
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Digital twin — packaging e

Brewery

Siemens AG
Wittelsbacherplatz 2
D-80333 Munich

Iug,u«uffy -for (A‘fe

Nutrition Facts
Energy

Alcohol 4.8% vol |

e
Best before: “of which salurated fatly acid:
_ gl’EE’a‘“
«of which sugars
fean

Satz

Beer

Ingredients: Water, Barley Malt, Hops

€ 0.51 Reusable Bottle
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Digital twin - process
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Industrial loT

 Craft beer and spirits

Smart Cities

Digital
Factory 6 Wind Power
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Industrial loT

PREDICTIVE MAINTENANCE IS THE WAY FORWARD

The FitMachine® allows continuous 24x7 real time monitoring of industrial equipment, without the need for remote
inspections. The FitMachine®, through its machine learning (ML) algorithms that monitor noise, vibration and temperature,
can detect when a machine is degrading towards failure and alert maintenance staff to action. Therefore maintenance

/l‘l.l‘l\

MOVUS

SMARTER MACHINES

activities are targeted towards machinery that requires activity, not machines that are working perfectly. The FitMachine® - -
allows a business to drive towards predictive maintenance. This improves staff productivity, safety and equipment availability,
while reducing cost.

Processing power
Industry leading low
power ARM Cortex M4
processor with 0.19mW /
MHz.

submersion.

MACHINE MONITORING AS A SERVICE

Magnet mounted

Designed for rapid
deployment. Magnetic
mounts eliminate drilling or|
cutting. Rare earth magnet
(25kg pull strength).

Mobile App
Sensor Registration

IP67 enclosure
Fully protected frol

R

G

Magnetically

Vibration, Noise,
Temp wireless to

Ultra-low power

o
L] [
m dust and MQVUS
Integrated wireless
WiFi 802.11 b/n/g
Connects to existing WiFi
instructure or FitMachine
Gateway.
QR Code

QR code with unique MAC
address for pairing
FitMachine and equipment.
Also used to gain quick
access to machine data.

Two year battery life under
normal operating conditions
(5 minute sample interval).

Attached MOVUS Cloud Key features Wide range of sensing
modalities — capture broad

environmental conditions
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+ Accelerometer + Magnetic Field Strength
+ Microphone (sound) + Contact Temperature
- Barometric Pressure * + Humidity *

Low power and ultra long life

4™ generation Texas Instruments (TI) WiFi processor

Communication

WiFi can operate with existing wireless infrastructure

Wide operating temperature

o

Industrial temperature rated electronics for robust long
term performance at -40°C to 85°C ambient

Over the air update

Machine learning
algorithms detect
anomalies

Early Alerts give you time to plan for maintenance
FitMachine® PdM Platform helps you cut down maintenance costs
Remote Monitoring reduces risks and reliability issues

FAST START YOUR INDUSTRY 4.0 TRANSFORMATION WITH A PILOT PROJECT
GO TO AND SEND US A MESSAGE.

MOVUS

SMARTER MACHINES

Reprogrammable / customisable over the air (OTA)

GROUP
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lloT - Factory monitoring retrofit

Real-time production visibility & alerts

Consistent production data collection
Automated daily production reporting for performance comparison

Granular capture of downtime reasons for targeted continuous improvement

Opportunities:

. Connection to ERP to enable activity based costing against jobs / cost centres

DematecAutomation



Augmented Reality
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Augmented Reality — remote support

Australian Government H
Department of Industry, BUSIneSS
¢



Augmented Reality — consumer testing
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Augmented Reality—training
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Horizontal & vertical systems Integration
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Enterprise Resource Planning
Manufacturing Execution System
Supply Chain Management
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Cloud computing
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CyberSecG}ﬁy

THE COST OF CYBERCRIME TO AUSTRALIA

1,703
reponed a

693,053

6333%-mm%%

experienced a cybercrime

cyber incident

A\

60% OF ALL TARGETED ATTACKS

®

Average cost per attack

)

Denial of service $180,458

Web-based attacks $79,380

5276 323 Malicious insider $177,834

’
Average cost of a cyber Malicious code $105,223
crime attack to a business

Phishing and social engineering $23,209

° Malware $458

/> 53 /O Stalen devices $13,044

(/ .°f "Le co_sf Virus, worm or trojan $421
is on detection

and recovery Botnet $867

Australian Government Initiative FOR MORE TIPS VISIT

STAYSMARTONLINE.GOV.AU

Stay Smart Online

153 reports of critical

infrastruciure
energy uliliies  finance

STRUCK SMALL AND MEDIUM BUSINESSES

of the costs are caused
by web-based affacks
and insiders

Data sources: P
Information Technol

INDIRECT COST TO BUSINESS

Effect of a cyber attack

on business
40% 29% 25%

business disruption information loss revenue loss

™D

29%

productivity loss equlpment damage

~0—0

1

Average time to
resolve an attack is

23 days

Increase to 51 days
if the attack was a malicious
insider, employee or contractor.

>
accenturesecurity

AT-A-GLANCE

NINTH ANNUAL COST OF CYBERCRIME STUDY
Unlocking the value of improved cybersecurity protectlon

The Ninth Annual Cost of Cyber
in 16 indlustries. We interviewed
on the experience and expertist
impact of cyberattacks.

s research across

curity to examine the

THE EXPANDING THREAT LANDSCAPE AND NEW BUSINESS INNOVATION
ISLEADING TO AN INCREASE IN CYBERATTACKS

Cybercrime is evolving

.
IMPACT ”I Only 16%

nawragomimber
" o organizations ar6 held accountable
TECHNIQUES 'C}/ =.§1»/’ for cybersecurity today
st

ORGANIZATIONS SPEND MORE THAN EVER DEALING WITH THE COSTS AND
ENCES OF INGLY SOPHISTICATED ATTACKS

Security breaches
are growing

Technologies introduce risk,
and so do humans

0/ of business leaders say
T9% r.viines s
introduce technology vulnerabilties
faster than they can be secured

|

Cost of cybercrime is rising

$11 1m->$13 Om +12% =12%

Business consequences
are expensive

36%

/ALUE FOR AN
INVESTMENTS

G2000 company
IV economic value

o

Im

ologies that
b costs

discovering attacks.
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Cyber Security Risk Self-Assessment Report

Page 1 of 10 27/06/2018

Cyber Security Risk Self-Assessment Tool P —

Results

OVERALL CYBER RISK LEVEL RATING - how
overa” Cyber RISk Level Ratlng much work your business will need to do to protect

your business from cyber security threats.

MEDIUM - Your overall rating indicates that you will
need to change some of your practices to better
protect your business. The maturity profile of the
organisation requires some work in order to better

- match the current threat profile.

Welcome to the Cyber Security Risk Self-Assessment Tool!

Through a series of questions, this tool will help you understand: Cyber atacks are a constanty changing hreat Like

all risk management activities, you should review your
risk profile, internal systems and processes regularly
to make sure you protect your business.

Threat Profile

« if your business is a likely target for cyber attacks

THREAT PROFILE - indicates the likelihood of your
business experiencing a potential cyber-attack
including:

» the maturity of your current cyber security practices.

You will receive a tailored cyber assessment report about your business’s overall cyber risk on completion of the tool, including links to
recommended resources and where applicable, the option to be contacted by our Business Advisers.

«  how susceptible your industry is
»  what frameworks are in place
= your business activities.

Maturity Profile

MATURITY PROFILE - indicates how mature your
business is to mitigate the consequences of a cyber-
attack, including:

| m «  current IT management

« current security processes.

The tool will take approximately 20 minutes to complete.

‘ Overall Cyber Risk Level Rating Description

All answers you provide are anonymous - refer to the business.gov.au privacy statement and disclaimer for more information.

Next Steps

Business Evaluation
«  Find out if you're eligible for cyber security assistance with a Business Evaluation through the Entrepreneurs’ Programme.
Business Evaluations provide businesses with access to experienced, independent Business Advisers who review the
business, provide an action plan with recommended strategies, up to 12 months of mentoring and up to $20,000 in matched
funding to implement the advice and strategies recommended. Complete the enquiry form above to find out more or speak to
an adviser.
Cyber Security Webinars
s Watch our five part Cyber Security webinar series
Protect your business
e Visit Stay Smart Online for more advice on how to protect your businesses online. Sign up for cyber security alerts from Stay

PAYVE T

VEe® > AA

er > u

ANNAESE

FPEYPEYTAOR Y P>

< A SO ANP S AAPEEAEPPOALACPPP> Smart Online through Facebook, email or web for important updates, including news about online threats and vulnerabilities.
AG <l PEFP A0SO AALAGOPP AGAPEID Cyber Security Guide
OHENEA > ®AA + Download the Cyber security guide from the Australian Small Business and Family Enterprise Ombudsman website.
>Ha> -
[ R imerOrFO <A
HAr> crrAEP AP O A4
AN AL > HOERA>DE
er e -
EEAr aimer: This Cyber Security Risk Self Assessment Report in no way constitutes the provision of professional advice. You shauld seek independent professional
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Opportunities in wine engineering?

 Operations management Product and Process development « Remote loT

e Industrial loT * Product digital twin * Irrigation management
« Remote loT * Process digital twin « Crop management
* Virtual and/or Augmented reality * Supply chain e Supply chain visibility
e Standard Operating Procedures * Traceability * Personnel safety
. * Provenance .
Safety . * Robotics
_ _ * Quality management
* Repair and Maintenance * Crop monitoring

* Resource management
* Crop monitoring
* Irrigation / soil quality

e Additive manufacturing * Drones

* 3D scanning

* Real-time condition monitoring management

* Plant expansion * Marketing
* Process digital twin * Packaging digital twin
* 3D scanning * Consumer engagement

e Industrial loT * Augmented reality

*
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Strategic application
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Begins with strategy

Technology Roadmap

Layers connect:

* Business strategy Past_ Now _Plans Futwre _ Vision

Market/ Customers / Competitors / ] (know-when)

* Product development strategy STy

Business/Trends /Drivers/ Threats / ‘purpose’
Objectives / Milestones / Strategy (know-why)
¢ M a r ket I n g St ra tegy Products / Services / Applications /
Services/ Capabilities / Perfformance/ | L ‘delivery’

. . Features/Components/Families/| |
o E ng| n ee r| ng St rategy Processes/Systems/Platforms/| |

Opportunities / Requirements / Risks

* Tech nology strategy Technology/ | [0

Competences/
Knowledge | |/

(know-what)

‘resources’
(know-how)

* Digital strategy

Otherresources:

Skills / Partnerships / Suppliers /

Facilities / Infrastructure / Organisation /
Standards / Science / Finance /| R&D Projects

- B Institute for
(W8 Manufacturing

EIB UNIVERSITY OF —
<% CAMBRIDGE
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Getting started
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Entrepraneuars’
Programime

Business growth advice,
facilitation, collaboration
Guidance, projects
Matched cash grants

* Up to S20K
* Up to 12 months

LZWW’  Australian Government

Business

B Department of Industry, Entrepreneurs’ Programme

Innovation and Science

Entrepreneurs’ Programme

Entrepransurs’ Entrepransurs’
Frogrammao Frogramme

Support for industry led R&D Support to bring new ideas to
with Universities / CSIRO market

Technology guidance, R&D W * Guidance, R&D, projects
projects  Matched cash grants

Matched cash grants * $100K up to S1million
* Up to S50K e 12 -24 months

* Can be accessed twice
* Up to 12 months

Ertreprareurs’
Programime

Support for new and existing
incubators
e Guidance, R&D, projects,
capital
Matched cash + in-kind

* $26K - S500K
* Expert-in-Residence

+¥ Department of Industry,
Innovation and Science



Entrepreneurs Programme

?; R j@ Australian Government
N ]

RS < Department of Industry,
Innovation and Science

* Business Management
* Business Advisory
e Technology Advisory
* bDigital — grants <2 x $20,000
e bDesign
e Supplier Improvement Projects

* Innovation Connections
e Research grants <2 x $50,000
* Researcher placement grant < 1 x $30,000

* Accelerating Commercialisation
* Competitive grant scheme = $250,000 < $1,000,000

*
{“5 Australian Government B us i ness —
I ’:’; Department of Industry, Entrepreneurs’ Programme ‘
nnovation and Science GROUP
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