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Presenter
Presentation Notes
Business consequences are severe.
Failing to prevent unplanned downtime increases the risks of substantial costs, reduced profitability, lost reputation and legal/regulatory issues.
While this not something companies can easily calculate when they assess ROA, it is possible to assess the risks to the business of unplanned downtime.


Business Consequences of Unplanned Downtime

2-5% of lost
production in
petro-chemicals

~$10,000/hr for a
2000 hp natural
gas compression
station
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~10X the cost for
unplanned
events vs.
planned
maintenance in
process
industries

5-10% Increased
inventories and
labor costs,
delayed delivery,
reduced
profitability in
manufacturing
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What is High Availability?

Availability normally measured as a percentage

99%
99.9%

99.99%
99.999%
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315,360 seclyr.
31,536 sec/yr.

3,154 seclyr.
315 seclyr.

32 seclyr.

87.6 hrs/yr or 3.6 days
8.76 hrslyr

52.5 min/yr
5.2 min/yr

32 seclyr
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Challenges With Traditional Automation Environments
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Lack of system
utilisation due to one
application per server

Complex management
& configuration

Keeping up with the
multitude of security &
patch updates

Time consuming
server failure recovery

Low server/PC
utilization

Resource (FTE)
investment


Presenter
Presentation Notes
Single servers (physical or virtual) become a single point of failure


Applying Virtualisation
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Simpler environment to
manage

N

Thin Clients

-security

Physical machine

N

Easy re-start of failed
applications

Simple provisioning of
additional virtual servers

| Test environment can run
on the same server
hardware platform
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The Weakness Of Virtualization

Other
Applications:
< Virtual machines o rminal servers
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Problem: server failure
takes down ALL
applications

IT like redundancy
solutions:

Are recovery solutions

=  Guarantee downtime
& data loss

=  Entail complex
scripting and testing

= Require multiple
Fexpenswe) software
icenses

= Need trained experts
to implement &
maintain



Fault Tolerance Protects Virtualized Applications

Other
Applications: ]
e Virtual machines "Terminal servers Fault tolerant servers
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Management Process Engineering OPC server loss
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_ applications «  Operation like a single
q@ ﬂ ﬂ ﬂ Cyber securlty standard server
D «  Simple operation &
management
; service with no Special
training

Information
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N

*  Cost savings — only one
s/w Ilcense required per
application

. Integration with
Fault tolerant server_from Integration ST
Stratus Technologies HMIs
e A7+ year lifespan

Eliminates The Vulnerability Of Virtualization
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* Before ftServer - VMware HA clustering
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Big Downsides

X

X X X

|A Sites often lack required
IT personnel or skills

Computer failure causes
application restart!

High cost

Complex design .. Can
introduce failure
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Any software availability product, by its nature, operates as a cluster.  As you can see from this system diagram; virtualization availability products share the same requirements of a standalone cluster  including shared disk resource, heartbeat connection, redundant systems, redundant applications, and redundant operating systems.
In datacenters where this infrastructure and expertise is in place, there is less of a penalty for this implementation, but it does not scale-down well into remote sites where there may be less infrastructure and technical expertise. 
The beauty of the virtualized Stratus ftServer is that it provides superior availability yet reduces cost and complexity.
First, there is no need for the Management Console.  VMware provides basic single server management at no charge.
Second, redundant servers are no longer required, taking with them the cost and maintenance of redundant application, Operating System, and application licenses.
Finally, the storage and network connections needed for multiple servers  can be vastly simplified.  You can even remove the external storage entirely and use internal storage.



The Better Solution - Stratus ftServer
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- The ftServer Technology Explained

Duplex Hardware Components

Multi-path IfO

Purpose build to provide Uptime Manage like single x86 server,
unachievable by standard servers transparent to application

Hot Swappable Components No loss of inflight data
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To the operating system and application, it appears as a single x86 server. It operates and is managed as a single server, so much so that only one software license is required for all be a very few applications. Beyond that, the middleware is actively engaged with the proactive monitoring technology, seeing the activity  of all systems and components at very discreet levels, to such a degree that it predicts and prevents causes of downtime, even transient errors. For all intents and purposes, Level 1 product support is in the server itself. A component failure or outage is shielded from the application and processing continues using the online back-up already operating in the server. No failover, downtime, data loss, or performance degradation. The user has to do nothing. 



Maintenance Architecture and Remote Monitoring

Component fails. System
ISOLATES fault and notifies
Stratus that a CPU has failed

System automatically orders
CORRECT replacement part
Next Day Delivery Service

Hot-pluggable components are
EASY to replace

System synchronizes with
replacement component

Normal processing continues throughout process!

© 2017 Stratus Technologies. All Rights Reserved. Confidential 11


Presenter
Presentation Notes
The ActiveService Architecture has its foundation in the design of the hardware and its technology-enabled Access features.  The system's self-monitoring and diagnostics features are capable of correctly identifying the specific hardware or software component that causes an abnormal condition. The elimination of guesswork and trial-and error-part swapping clearly sets ftServer systems apart from alternative high-availability solutions. 

In the event of component failure, the system automatically opens a call with the Stratus Customer Assistance Center (CAC) and supplies information on exactly what action is needed. 

Replacement components arrive within 24 hours.  The hot-pluggable components are easy to replace by users without special tools, commands or a visit from a field engineer. Once in place, the new component is automatically integrated into the running system.  Throughout this entire process, your system and applications still continue to run normally without any degradation in performance.   This provides Stratus customers with an Always-On processing environment!









Stratus Alerts in SCADA
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Replace with a Modern Automation Infrastructure

Thin client terminals Ben ef|tS
Assure = Small physical
Monitoring footprint

» Reduced power and
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hsset RDS cooling

» Easy to manage and
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» 100% availability

= | owest Total Cost of
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Server Virtualization
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Fault-Tolerant Computing
IT Infrastructure Monitoring
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~ Stratus VMware Server Sizing Tool
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Encompass-

Product Partner

/ Enter the quantity of each

application that will run on the
server

Recommended ftServer Model
/ and configuration

Stratus tools make specifying the
correct infrastructure easy
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The Sizing Tool is very simple to fill out.  You merely enter the quantity of each Rockwell application that is to be virtualized.  Note that in this example we will have two copies of Factory Talk View SE running, one Historian, one Asset Centre, one copy of Factory Talk Batch with three Operator Workstations, and five Engineering Workstations.

Please note that because Rockwell strongly recommends that you have a virtual machine for Network Directory Server if there is more than one instance of View SE running, that the Sizing Tool automatically completes that field for you.

The brown fields with a column heading of “OVR” for virtual cores, virtual memory, etc. is where you would enter the requirements for additional resources for any of the Rockwell applications that require them in a specific factory environment.  This could be based upon things such as number of tags, number of PLC devices, transaction volumes, etc.

As mentioned before, you can see that the Sizing Tool has recommended an ftServer 4700 with 64GB of memory and 804GB of storage for this customer, and that is allowing for twenty percent future growth.

In this example we have stated that we do not require a Stratus Rack – meaning the customer has space available in an existing rack.

We have also stated that this customer wishes to purchase Windows licenses for the Guest Operating Systems on their virtual machines.

At this point you would normally enter the Project and Contact Information for this opportunity for your records and save the Sizing Tool

This output will be used in the next few slides as we go through the ProposalWorks forms.
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http://telstra.com/?tR=1
http://www.westpac.co.nz/
http://www.norskeskog.com/

Thankyou

Trent Reimers
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Business consequences are severe.
Failing to prevent unplanned downtime increases the risks of substantial costs, reduced profitability, lost reputation and legal/regulatory issues.
While this not something companies can easily calculate when they assess ROA, it is possible to assess the risks to the business of unplanned downtime.
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